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just a quick definition for everyone who hasn't seen the first season of my sitcom





























you build a new feature, an instruction, a microarchitecture element, you have a timing difference — congratulations, you exposed the variable that causes the timing difference to the user



Side Channels are Everywhere















What about Mitigations?

















our systems get so complex (and are already so complex) that we cannot fully understand them and prove their security properties



Models of Nature can get Arbitrarily Close to the Truth



Systems Gain Complexity faster

than our Models can keep up with
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where are we with energy? around 25 percent by 2030. exponential growth we cannot afford



0.09%



2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?



0.40%



2030. A SINGLE PATCH. that's not sustainable.





there's Moore's law, but Moore's law will not continue forever, and many consider it dead already. but it's very likely, it will not save us this time











take another vulnerability: Rowhammer





that was 2015!!



Why is Rowhammer still not solved?



exploitability described in a 2014 paper... that's 8 years. How incapable as a community are we?
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What about the defenses? www.tugraz.at

• ECC?

doesn’t work

• TRR? doesn’t work either

• We’re just creating bad incentives!
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Real-world example www.tugraz.at

Mobile vendors since 2018: let’s add ECC by default

Also vendors: Let’s squeeze out the last bit of efficiency for battery

runtime
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1. that's great!!! fewer bit flips + more security  2. until it is insecure again!!!















Overclocking



Undervolting











faster AND more efficient, i've had 20-40 percent extra battery runtime most of the last decade





but Daniel, what about security??





and plundervolt?



Will it fault? www.tugraz.at

uint64_t multiplier = 0x1122334455667788;

uint64_t correct = 0xdeadbeef * multiplier;

uint64_t var = 0xdeadbeef * multiplier;

while (var == correct)

{

var = 0xdeadbeef * multiplier;

}

uint64_t flipped_bits = var ˆ correct;

9 Daniel Gruss — Graz University of Technology





Yes, that's a problem. but.... -250mV at 750mV... why do we have a 50 percent margin there???





not 50 percent on all frequencies, but quite a margin.... why do we not optimize this more? People in the audience might say: come on that's obvious... variations across devices, variations across environments, devices really must work reliably..... but can't we question that what we do is the best choice?



Security for Efficiency?



Daniel, do you really think you can do this better than our well-established solutions we have since decades?



Principled Cryptographic Security and Integrity www.tugraz.at

Make bit flips degrade performance without impacting security

• Cryptographic MAC

• Detect any number of bit flips

• Correction by brute-force search for correct data
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CSI:Rowhammer Correction Duration www.tugraz.at

# Errors # MAC Comp. Avg Duration

1 17 11 ns

2 771 3.68 µs
3 33 800 124 µs
4 1.51× 106 6.65ms

5 6.91× 107 261ms

6 3.07× 109 12.8 s

7 1.21× 1011 9.11min

8 5.72× 1012 6.11 h

11 Daniel Gruss — Graz University of Technology



Implemented brute force search algorithm. Ran it on real systems and computed the time the MAC computations take.  correct 5 bit flips in 256-bit data block in less than one second



CSI:Rowhammer Security Guarantees www.tugraz.at

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%

12 Daniel Gruss — Graz University of Technology



CSI:Rowhammer Security Guarantees www.tugraz.at

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%

12 Daniel Gruss — Graz University of Technology



CSI:Rowhammer Security Guarantees www.tugraz.at

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%

12 Daniel Gruss — Graz University of Technology



CSI:Rowhammer Security Guarantees www.tugraz.at

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%

12 Daniel Gruss — Graz University of Technology



CSI:Rowhammer Security Guarantees www.tugraz.at

• Silent data corruption less than once per 109 billion years

• Second preimage after hammering for one year: 9.75 · 10−5%

• Erroneous correction of 8-bit errors: 0.0161%

12 Daniel Gruss — Graz University of Technology









Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock www.tugraz.at

13 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at

14 Daniel Gruss — Graz University of Technology



CPU Supply Voltage www.tugraz.at

Conservative Voltage Instr. Var. Aging T. ...

Up to a 150mV variation in instruction voltage requirement.
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SUIT

Secure Undervolting with Instruction Traps
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CPU BackendDVFS

CPU
Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

CPU BackendDVFS

CPU
Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU BackendDVFS

CPU
Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS

CPU
Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS

CPU
Disabled Opcode 
Exception

Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS

CPU

Disabled Opcode 
Exception Handler

Disabled Opcode 
Exception

Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS

CPU

Operating Strategy

Disabled Opcode 
Exception Handler

Disabled Opcode 
Exception

Operating System

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS

CPU

Operating Strategy

Disabled Opcode 
Exception Handler

Disabled Opcode 
Exception

Operating System

D
isa

bl
e 

O
pc

od
es

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS

CPU

Operating Strategy

Disabled Opcode 
Exception Handler

Disabled Opcode 
Exception

Operating System

Switch 
Curve

D
isa

bl
e 

O
pc

od
es

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS
Control
MSRs

CPU

Operating Strategy

Disabled Opcode 
Exception Handler

Disabled Opcode 
Exception

Operating System

Switch 
Curve

D
isa

bl
e 

O
pc

od
es

16 Daniel Gruss — Graz University of Technology



Overview www.tugraz.at

Increase 
IMUL latency

Disable Opcode
MSR

CPU Frontend

Check 
Opcode

CPU Backend
Not Disabled

DVFS
Control
MSRs

CPU

Operating Strategy

Disabled Opcode 
Exception Handler

Disabled Opcode 
Exception

Operating System

Switch 
Curve

D
isa

bl
e 

O
pc

od
es

16 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

E

Clock Frequency

S
u
p
p
ly

V
ol
ta
ge

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

E
Cf

Clock Frequency

S
u
p
p
ly

V
ol
ta
ge

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

E
Cf

Clock Frequency

S
u
p
p
ly

V
ol
ta
ge

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

E
Cf

CV

Clock Frequency

S
u
p
p
ly

V
ol
ta
ge

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

E

CV

Clock Frequency

S
u
p
p
ly

V
ol
ta
ge

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

E

CV

Clock Frequency

S
u
p
p
ly

V
ol
ta
ge

17 Daniel Gruss — Graz University of Technology



fV Operating Strategy www.tugraz.at

101

103

105

107

Instruction Index

G
ap

si
ze

E

Cf

CV E

Disabled Instructions Frequency Voltage

17 Daniel Gruss — Graz University of Technology



Performance Improvement and Power Savings www.tugraz.at

CPU Voff Score Power Freq. Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%

18 Daniel Gruss — Graz University of Technology
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