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just a quick definition for everyone who hasn't seen the first season of my sitcom
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you build a new feature, an instruction, a microarchitecture element, you have a timing difference — congratulations, you exposed the variable that causes the timing difference to the user


Side Channels are Everywhere










How did this
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Side Channels
are everywhere ...








What about Mitigations?
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Windows 2000
Microsoft Office for Mac
2008

bian
mobile operating system

Windows 7
2009

Windows XP
2001

Microsoft Office 2013

https://www.visualcapitalist.com/millions-lines-of-code/

i Eﬂ Large Hadron Collider

total code

Windows Vista
2007

Mierosoft Visual Studio 2012
Facebaook
(including backend cods)

US Army Future Combat System

fast battlefield network system (aborted)

Debian 5.0 codebase

free, open-source operating system

Mac OS X “Tiger”

v104
7100 Car software

average modern high-end car

Mouse*
Total DNA basepairsin genome





our systems get so complex (and are already so complex) that we cannot fully understand them and prove their security properties


Models of Nature can get Arbitrarily Close to the Truth



Systems Gain Complexity faster
than our Models can keep up with
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9,000 terawatt hours (TWh) endture

ENERGY FORECAST 20.9% of projected

electricity demand

Il Networks
B Production of ICT

Consumer devices
B Data centres

0 .
2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030





where are we with energy? around 25 percent by 2030. exponential growth we cannot afford


0.09%





2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?


0.40%





2030. A SINGLE PATCH. that's not sustainable.
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there's Moore's law, but Moore's law will not continue forever, and many consider it dead already. but it's very likely, it will not save us this time













take another vulnerability: Rowhammer


Test - Mozilla Firefox (on lab02)

x \ g

les/fhomefdgruss/rowhammerjs/rowhammerhtml

400: 72

410: 231

420: 572

1250

[!] Found flip (254 != 255) at array index 340021386 when hammering indices 339881984 and 340156416

[1] Found flip (239 != 255) at array index 340022176 when hammering indices 339881984 and 340156416

[!] Found flip (191 != 255) at array index 340023138 when hammering indices 339881984 and 340156416

[!] Found flip (254 != 255) at array index 340025146 when hammering indices 339881984 and 340156416




that was 2015!!


Why is Rowhammer still not solved?





exploitability described in a 2014 paper... that's 8 years. How incapable as a community are we?
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Rowhammer
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DRAM bank

11111111111111

bit flips in row 2!

11111111111111

10111110101111

./

11111111111111

11111111111111
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What about the defenses? www.tugraz.at

e ECC? doesn't work
e TRR? doesn’t work either

e We're just creating bad incentives!
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Real-world example www.tugraz.at

y

Mobile vendors since 2018: let's add ECC by default
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1. that's great!!! fewer bit flips + more security 
 2. until it is insecure again!!!


Real-world example www.tugraz.at

y

Mobile vendors since 2018: let's add ECC by default
Also vendors: Let's squeeze out the last bit of efficiency for battery

runtime

n Daniel Gruss — Graz University of Technology




1. that's great!!! fewer bit flips + more security 
 2. until it is insecure again!!!
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Overclocking



Undervolting
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faster AND more efficient, i've had 20-40 percent extra battery runtime most of the last decade


IE MY, SYSTEMS RAN UNDERVOLTED
TOTALLY FINE FOR 10 YEARS





but Daniel, what about security??


PLUNDER
VO T




and plundervolt?


Will it fault? www.tugraz.at

uint64_t multiplier = 0x1122334455667788;
uint64_t correct

Oxdeadbeef x multiplier;
uint64_t var

Oxdeadbeef * multiplier;

while (var == correct)
{
var = Oxdeadbeef * multiplier;
}
uint64_t flipped_bits = var ~ correct;

n Daniel Gruss — Graz University of Technology







Yes, that's a problem. but.... -250mV at 750mV... why do we have a 50 percent margin there???


——Base voltage
——Voltage for first fault 4

0.8

0.75 - ]

0.55

05 | | | | |
0.5 0.7 0.9 1.1 1.3 1.5 1.7 1.9 2.1

Frequency (GHz)





not 50 percent on all frequencies, but quite a margin.... why do we not optimize this more? People in the audience might say: come on that's obvious... variations across devices, variations across environments, devices really must work reliably..... but can't we question that what we do is the best choice?


Security for Efficiency?




Daniel, do you really think you can do this better than our well-established solutions we have since decades?


Principled Cryptographic Security and Integrity A P

Make bit flips degrade performance without impacting security

r§a
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Principled Cryptographic Security and Integrity A P

Make bit flips degrade performance without impacting security

rﬁ& e Cryptographic MAC
e Detect any number of bit flips

e Correction by brute-force search for correct data

Daniel Gruss — Graz University of Technology
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CSIl:Rowhammer Correction Duration

www.tugraz.at

# Errors # MAC Comp. Avg Duration
1 17 11ns
2 771 3.68 ps
3 33800 124 ps
4 1.51 x 10° 6.65 ms
5 6.91 x 107 261 ms
6 3.07 x 10° 12.8s
7 1.21 x 1011 9.11 min
8 5.72 x 1012 6.11h
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Implemented brute force search algorithm. Ran it on real systems and computed the time the MAC computations take.  correct 5 bit flips in 256-bit data block in less than one second


CSIl:Rowhammer Security Guarantees RV £ 2t
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CSIl:Rowhammer Security Guarantees R

n e Silent data corruption less than once per 10° billion years
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CSIl:Rowhammer Security Guarantees RV £ 2t

n e Silent data corruption less than once per 10° billion years
e Second preimage after hammering for one year: 9.75- 107> %

e Erroneous correction of 8-bit errors: 0.0161 %

Daniel Gruss — Graz University of Technology
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Propagation Delay vs Clock www.tugraz.at
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Propagation Delay vs Clock www.tugraz.at
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Propagation Delay vs Clock www.tugraz.at
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Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at
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Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at
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Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at
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Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at
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Propagation Delay vs Clock (but now the voltage is too low) www.tugraz.at
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Propagation Delay vs Clock (but now the voltage is too low) Rz L
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CPU Supply Voltage www.tugraz.at
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CPU Supply Voltage www.tugraz.at

Up to a 150 mV variation in instruction voltage requirement.

% /_/E
Conservative VoItage// m Aging | T.
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SUIT

Secure Undervolting with Instruction Traps
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fV Operating Strategy www.tugraz.at
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fV Operating Strategy www.tugraz.at

Supply Voltage

Clock Frequency
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fV Operating Strategy www.tugraz.at
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CPU Vi Score  Power Freq. Eff.
—70mV +6.0% -01% +85% +6.1%

i5-1035G1
' —97TmV  +7.9% —05% +12% +8.4%
ooonok  —TOMV +22% —72% +26% +10%

—97mV  +38% -16% +433% +23%
ooxs ~TOmMV +14% —98% +18% +12%

—97mV +19% —-15% +18% +20%

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

[op/s]

100%

Effective
Performance

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

. p\e
WP
100% At

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

Wb
100% A

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

Wb
100% A

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

Wb
100% A

Effective
Performance
[op/s]

e\l 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

Wb
100% A

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

Wl
100% A=

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

e
s
e T

\\’<>b .
100% At

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



How to make Security Sustainable RV £ 2t

A s R
\e o

e\l Sweet Spot
100% A P

Effective
Performance
[op/s]

e\ 20

100% Performance [GHz]V

Daniel Gruss — Graz University of Technology



Faulting Hardware from Software

and Sustainable Mitigations

Daniel Gruss
2024-04-04

Graz University of Technology

Daniel Gruss — Graz University of Technology



