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experiencing social engineering ‘to be in the game’A Serious Game for a fair Game
Un jeu sérieux pour une proie facile



2

Boys will be boys!
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Social Engineering Training

https://training.enac.fr/catalog/detail/282



Introduction
Observation and Motivation

Proposition
Complication and solution

Daniel Kanheman’s contribution

illustration
Metacognition

conclution

as an option Question Gourmand
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Excuse my French 
but what the 

freaking hAck is this 
?
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DEROGATION CERTIFICATE for MOVEMENT 

In Political science social engineering is  a 
practice aimed at changing certain behaviours
of social groups on a large scale

a way of engaging individuals 
a means of obtaining a commitment.
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Unquiet on the cyber front

Significant increase in cybercrime

Covid 19, War in Ukraine
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Unquiet on the cyber front

The target is human beings

Substantial need for staff training
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Social Engineering 
ISS Definition

Set of psychological manipulation techniques to
reduce, circumvent or remove security measures
without the targeted person’s knowledge.

" Only amateurs attack machines, professionals target men "
      Bruce Schneier (cryptologist and cybersecurity expert XXIème siècle ap, J.-C)
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The target is humans
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AI enables a staggering 
extension of the fields of 

possibility
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Not only are Human beings vulnerable by design

But also Anti-phishing campaigns are not effective

Observa…tion
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• Optimism bias 

• Poorly designed 

•Not engaging

Anti-phishing campaigns are not effective ?
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How to address the need to

Raise awareness effectively?

train users properly and sustainably?

change behaviours ?

make people understand that it’s everyone's concern ?
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put learners in situations

get the learners on board

Let them play a role

test their reactions to risky situations

how about trying 
something different?

is

Brilliant !This
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A social engineering
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Behavioural approach

Active Learning.

Learning by doing.

Soft skills

“I hear and I forget, I see and I remember, I do
and I understand"

soft skills: knowing the attitude to adopt and the appropriate reactions in specific social context.

hard skills: the learner needs to be able to carry out a specific task.  
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Games are based on our emotions and actions. 

They generate pleasure.

serious games teach in a more active way.

Is it serious ?
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A serious game is an adaptation of a traditional 
game for educational purposes.

What I’m I talking about ?
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Things to keep in mind

You have to find the right balance between fun and learning.

Both predictable and unpredictable (The “en même temps” !)



a few tips to prevent you from screwing up too badly

Challenge the learner: incertainty

Give him an opportunity to play a role, to change personality

Tell a story, provide a narrative context

It is crucial to engage the gamer:  Interactivity and freedom of choice

Don't punish failure, reward effort.

Give comments and feedback

At the end, include a metacognition phase



The main Challenge

preventing the player from adopting an 
attitude of non-risk-taking

No matter what, I don’t click
No matter what, I don’t answer
No matter what I say no
No matter what I don’t plug the device
No matter what I play safe…..



How ?

Thanks to the staging 

by introducing uncertainty and randomness

by shortening the time available to take a decision

by imposing constraints



Two modes of thought
Daniel Kanheman’s thesis

People have too much confidence in human judgment



Thinking, Fast and Slow

Emotional Rational



Rational or Emotional ?



Our decisions are based on emotions

We have cognitive Biases

A cognitive bias is a systematic pattern of deviation from norm or

rationality in judgment.



Threat

Asset(s)

Vulnerabilities(s)

Exploits

Targets

has

=  Principles of influence 

=  Cognitive Biases

=  Humans
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system 1 controls the mind by default,

As a result, the social engineer will use 
the appropriate levers of influence to 
keep the victim in fast thinking mode.

Puppet



BrainStorming

The Player must recruit two new employees……



Dear madam, dear sir,

I'd like to work for you right away.

My name’s Marc Rillat. 
you'll find my full CV at the following address:

http://tinyurl.com/1~$5#Bc€& .

See you soon, Marc

Take me, I'm truly the best consultant



Click here to 
activate the macros



We've spotted a number of online purchases made 
using your visa premium card details



Liking

Social Proof

Unity

Authority

Commitment and consistency

Scarcity

Contrast

Reciprocity

Identify the levers of influence used in this scam



Paul to his friend Pierre:
- I'm moving house on Sunday, and Zoé and Mathias have already said 
they'll come and help me. Can you give us a hand?
- Yes, No problem.
- I'll hire a van and pick it up the day before, but only for the morning. 
Initially I wanted start at 6am sharp but 7.30 should be fine.
- ouch, not cool! All right then.....
Choose the lever(s) of influence used from these suggestions. 
❑ Commitment
❑ Reciprocity
❑ Contrast
❑ Social proof (conformity)
❑ scarcity









Metacognition

resources and time must be provided to 
allow a certain amount of metacognition.





And you might have some questions
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