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Wrappers in PHP
What is a wrapper?

https://www.php.net/manual/en/wrappers.php

PHP comes with many built-in wrappers for various URL-style protocols for use with
the filesystem functions such as fopen(), copy(), file_exists() and filesize().

Wrappers are meant to be used in various stream manipulation functions

They imply manipulating local files or trying to access external resources
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https://www.php.net/manual/en/wrappers.php
https://www.php.net/manual/en/function.fopen.php
https://www.php.net/manual/en/function.copy.php
https://www.php.net/manual/en/function.file-exists.php
https://www.php.net/manual/en/function.filesize.php


Wrappers in PHP
Common usage: Local File Inclusion

In most cases, wrappers are tools used to reach Local File Inclusion
Allowing users to reach internal files

Allowing them to reach unexpected behaviors
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Using php://filter to generate data
What is the php://filter wrapper?

The php://filter  wrapper is the base of PHP filter chains. It allows users to call an infinite amount of
conversions on local file content.

String filters Used to convert characters
String.rot13

String.toupper

String.tolower

Conversion filters
Convert.base64-encode  / Convert.base64-decode  Used to eliminate junk data

Convert.iconv.*  The main actor in filter chains, allow to generate arbitrary data and manipulate it

Undocumented filter
dechunk  (HTTP chunked data) Used as an oracle to leak file content

■

■

■

■

■

■

■

■

■

5



Using php://filter to generate data
What is a PHP filter chain?

This is an example of a PHP filter chain, manipulating the content of the file test
The first string.toupper  filter changes its content to HELLO FROM THCON2024!

The second string.rot13  to URYYB SEBZ GUPBA2024!

And finally convert.base64-encode  to VVJZWUIgU0VCWiBHVVBCQTIwMjQhCg==

File content can almost get manipulated as pleased by chaining a few of these.
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Using php://filter to generate data
convert.iconv our best friend

Allows users to convert a string from one iconv  encoding to another

Can be used to generate a Byte Order Mark by using the encoding UTF16
( \xff\xfe )

This Byte Order Mark will then be manipulated in order to change it to the desired
value by chaining several other encodings

■
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Using php://filter to generate data
Prepending the character 8 to any chain

Conversion filters
Convert.base64-encode  / Convert.base64-decode  Used to eliminate junk data

Convert.iconv.* The main actor in filter chains, allow to generate arbitrary data and
manipulate it
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Using php://filter to generate data
Case study : CVE-2023-6553

CVE-2023-6553 - WordPress plugin Backup migration - Unauthenticated RCE■
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Using php://filter to generate data
Case study : CVE-2023-6553

CVE-2023-6553 - WordPress plugin Backup migration - Unauthenticated RCE
Content-Dir  header not controlled before passed to require_once  where

php://  filter can be used

By using the php_filter_chain_generator  tool, it is possible to prepend the
chain <?php system("id"); die(); ?>  to a file before its inclusion

■
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Using php://filter to suffix data
Swapping characters

By swapping encodings between little and bid endian, it is possible to put characters
further on the chain, or to retrieve them at the start of it.
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Using php://filter to suffix data
Case study : CVE-2024-29858

CVE-2024-29858 - Arbitrary file read on MISP
Event['submittedfile']['tmp_name']  parameter is not controlled before being

passed to the file_get_contents  function.

A call to the jsonDecode  function checks if the value is a valid JSON document.

■
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Using php://filter to suffix data
Case study : CVE-2024-29858
The wrapwrap  tool can be used to generate a PHP filter chain that also includes a suffix.

The file content is then embedded as a JSON string value.
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Using php://filter to suffix data
Case study : CVE-2024-29858
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Using php://filter to suffix data
Case study : CVE-2024-29858

As we can see, the content of the database.php  file was registered as expected.
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Using php://filter as an error based oracle
Trigger a memory exhaustion Fatal error

The UCS-4  encoding is encoded on 4 bytes.

The default memory_limit  defined in php.ini  is 128MB.

If the memory PHP tries to read exceeds this value, a fatal error is triggered, this behavior
is time-consuming and will in most cases trigger a code error 500 on the web server.
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Using php://filter as an error based oracle
Use the dechunk filter to establish what was the character

When using chunked transfer encoding, each chunk is preceded by its size in bytes. It has
to be a hexadecimal value.

Therefore, it is possible to determine if the first character was hexadecimal or not by
combining the dechunk  filter with a memory exhaustion!
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Using php://filter as an error based oracle
Use the dechunk filter to establish what was the character

This behavior allows us to leak the first character of a string by sending several requests
to the server.

Since it is possible to rotate the string to get other characters from a file content, we are
now able to retrieve a file content by sending a lot of requests to the server. 19



Using php://filter as an error based oracle
CVE-2024-29858 - Arbitrary file read on MISP

The filters_chain_oracle_exploit  tool allows us to leak the content of
database.php  by analyzing the time between each response.
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Using php://filter as an error based oracle
CVE-2024-29858 - Arbitrary file read on MISP

This trick is noisy, but makes the file leak possible without formatting prerequisites.

21



Affected functions (not exhaustive)
include  / include_once require  / require_once

file_get_contents readfile

finfo->file getimagesize

md5_file sha1_file

file fgetcsv

parse_ini_file copy

file_put_contents
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Conclusion: PHP filter chains recap

Strength Weakness

Does not require file upload Is based on huge payloads, making it hard to work on other verbs than POST

Targets unexpected functions such as
sha1_file  or getimagesize

Is not supported by functions such as file_exists  or is_readable

Is not well-known yet and is
underestimated

Deserialization vulnerabilities based on the wrapper phar://  were patched
on many projects. Also affecting potential entrypoint for php://  based
attacks
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References
CVEs:

CVE-2023-6553 - WordPress plugin Backup migration - Unauthenticated RCE:
https://wpscan.com/vulnerability/6a4d0af9-e1cd-4a69-a56c-3c009e207eca/

CVE-2024-29858 - MISP - Arbitrary file read: https://www.synacktiv.com/advisories/misp-arbitrary-file-read

Tools mentioned
php_filter_chain_generator: https://github.com/synacktiv/php_filter_chain_generator

wrapwrap: https://github.com/ambionics/wrapwrap

php_filter_chains_oracle_exploit: https://github.com/synacktiv/php_filter_chains_oracle_exploit

Details about tricks
Generate arbitrary data: https://www.synacktiv.com/publications/php-filters-chain-what-is-it-and-how-to-use-it

Append data: https://www.ambionics.io/blog/wrapwrap-php-filters-suffix

Error based oracle trick: https://www.synacktiv.com/publications/php-filter-chains-file-read-from-error-based-
oracle

Code snippets taken on: https://carbon.now.sh
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https://wpscan.com/vulnerability/6a4d0af9-e1cd-4a69-a56c-3c009e207eca/
https://www.synacktiv.com/advisories/misp-arbitrary-file-read
https://github.com/synacktiv/php_filter_chain_generator
https://github.com/ambionics/wrapwrap
https://github.com/synacktiv/php_filter_chains_oracle_exploit
https://www.synacktiv.com/publications/php-filters-chain-what-is-it-and-how-to-use-it
https://www.ambionics.io/blog/wrapwrap-php-filters-suffix
https://www.synacktiv.com/publications/php-filter-chains-file-read-from-error-based-oracle
https://www.synacktiv.com/publications/php-filter-chains-file-read-from-error-based-oracle
https://carbon.now.sh/


https://www.linkedin.com/company/synacktiv

https://twitter.com/synacktiv

https://synacktiv.com

https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv
https://synacktiv.com/
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